CCNP Security Certification Learning@Cisco
SITCS Exam Update

Introduction

The CCNP Security SITCS exam topics have been refreshed from version v1.0 to version 1.5. The new exam topics and domains have
been updated to reflect the addition of the current Cisco FirePOWER NGIPS (Next-Generation Intrusion Prevention System) and
Cisco AMP (Advanced Malware Protection), and coverage of retired products has been removed. The 300-210 SITCS exam
curriculum has been reduced overall, from six to five domains. While there are fewer domains, the exam remains the same in length
and number of questions. The domains better reflect current job roles and tasks required in positions typically held by CCNP
Security certified individuals.

The 300-207 SITCS v1.0 exam will be retired effective December 31, 2016. From September 20, 2016 thru December 31, 2016,
candidates can choose to take either the 300-207 SITCS v1.0 exam or the 300-210 SITCS v1.5 exam. The new exam has been aligned
with the new course revision, Implementing Cisco Threat Control Solutions (SITCS) v1.5.

This document will assist you during this transition by highlighting the changes that have been made between the two exams. The
acronym and name will remain the same for both the new course and exam.

Domain Comparison between SITCS v1.0 and SITCS v1.5

Below you can find a domain level comparison between the 300-207 SITCS v1.0 and 300-210 SITCS v1.5. Candidates are encouraged
to pay special attention to the updated portions of the curriculum before attempting to take the new exam.

Summary of the Changes:

e Coverage of the retired Cisco Adaptive Security Appliance (ASA) CX Firewall Module has been removed.

e Coverage of the legacy Cisco Intrusion Prevention System (IPS) has been removed.

e Coverage has been added for the Cisco FirePOWER Next-Generation Intrusion Prevention System (NGIPS).
e Coverage has been added for Cisco Advanced Malware Protection (AMP).

Topic Comparison

300-207 SITCS v1.0 Exam 300-210 SITCS v1.5 Exam

Implementing Cisco Threat Control Solutions Implementing Cisco Threat Control Solution:

Content Security 22% Content Security 27%
Threat Defense 23% Network Threat Defense 22%
Devices GUIs and Secured CLI 16% Cisco FirePOWER Next-Generation IPS (NGIPS) 20%
Troubleshooting, Monitoring and Reporting Tools 19% Security Architectures 17%
Threat Defense Architectures 8% Troubleshooting, Monitoring and Reporting Tools 14%
Content Security Architectures 12%
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CCNP Security Program Changes

The changes affect only the SITCS exam and training course. There are no changes to the other CCNP Security exams and training
courses, which will remain at version 1.0.
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For More Information
Learning@Cisco is focused on providing leading, up-to-date, effective and relevant security training to the IT community.

Learn more about the CCNP Security SITCS exam updates.
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